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]\,I E1\,IORANDUNI OF ACREENIENT

1.0 SUPERSEDES: //

2-ll INTRODUCI IOi\-

Thc pLtrpose ofthis mcmorandum is to establish a managenrent agreement between the Sabine County OEI\4
hereiDafler refe[ed to as the Collabomtive Operating Croup (COG), and the Federal Emergency Managemetrt
Agency (FEMA) IPAWS Program regarding the utilization and security of Sabine County OEM Interoperabl€
System(s) (as shown in Appendix A), which ilteroperato with the IPAWS-Open Platform for Emergency Networks

0PAWS-OPEN). The expected benefit is to enable information interop€rability across emergency response
organizations and systems as inteDded by the FEMA IPAWS Program.

This ageement will govem the relationship between the Collaborative Operating Group and FEMA, including
designated managerial and technical staffand system users associated with tho aforementioned COG. As indicated
within the tems ofthis agreement, both parties agree to allow system interopcrability through thc use ofSOAP over
HTTPS via the public internet. Under this agreement, no direct or networked connection using VPN (or equivalent
technology) between lhe systems named in Appendix A and IPAWS-OPEN is allowed. ln the event a direct
connection is required, an Interconnection Security Agreement must be executed.

.3.0 AUTHORIT'}'

This agreement is authorized under the followilrg authoritics and regulations

Section 706 of47 U.S.C. 666, The War Powers Act: Provides for Presidential Access to commercial
communications during "a state ofpublic peril or disaster or other national emergency"

Public Law 93-288, The Stafford Act. Sec. 202. Disaster Waming: Directs FEMA to provide technical
assistance to State and local governments to ensure that timely and effectively disaster waming is provided
Public Law I l4-143, The IPAWS Modemization Act: Enacts to law the policy statement and similar
requirements found in Executive Order 14307

Sec. 202. Disaster Waming: Directs FEMA to provide technical assistance to State and local govemments to
ensure that timely and effectively disaster warning is provided
Executive Order 13407 ofJune 26, 2006, Public Alert and Waming System; Established as policy the
requirement for the United State to have an effective, reliable, integrated, flexible, and comprehensive
system to alert and warn the Ame can people
47 CFR Pan 10, Wireless Emergency Alert (WEA): Provide for alert and waming to devices on wireless
carrier networks
47 CFR Paa I l, Emergency Alert System (EAS): Provide for alen and u'aming over TV and radio
broadcast

4.0 I]ACKCROUNI)

It is lhc intent ofboth parties to this agreenent to establish and utiliz€ a standardized web based application intedace
(as defined by the IPAWS-OPEN Web Service lnterface Design Guidance) between the information technology (IT)
systems shown below to facilitate the exchange of emcrgency messages within the production environnent. The
testing ofthe interoperability ofthese systcnrs has been performed through the use of FEMA'S Tesl and Development
environment to ensurc the tmnsfercnce and receipt ofemergency messages using approved messaging standards. The
interoperability between these systems is supported by the use ofSOA? over IITTPS via the public intemet.

5.0 COIII{UNlCATlO.r-S

Frequent formal comrlunications are essential to ensure the successful nlanagemenl and operatioD ofsystem
interoperability. Both parties agree to maintair open lines ofcommunicalion bctweeD designated staff(as indicated in
Appcndix B) at both the nanagerial and tcchnical levcls. All conmunications dcscribed herein must be conducted i!)

writing and may be disserrinated by elcctronic means unless otherwise noted.
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The owners ofthe respective systems agrce to designate and provide contact i[formation for technical leads for their
respective systems, and to facilitate direct contacts between technical leads to support the management and operation
ofsystem interoperability. To safeguard the confidentiality, integrity, and availability ofthe systems and the data they
store, process, and transmit, bolh parties agree to provide notice ofspecific events within the timeframes indicated
below:

Securit]' Incidents: Technical, administrative and./or help desk staff will imnrcdirlcl notify their designated
counterpans by telephone or e-mail u,hen a security incidcnt(s) is detected and/or a violation ofthe Rules of
Behavior (see Appendix C) has been identified. Both parties agree to make the appropriate technical and

administrative individuals available for all necessary inquiries and./or investigations. Containment and/or
resolution proccdures will be documented by the identifying party and alier-action reports generated and

submittcd to the system owner and/or designated security ofhcials within five (5) business days after detection of
the incident(s).

Disasters and Other Contingencies: The FEMA IPAWS Program Office will notify the COC by telephone, e-

mail or other acceptable means in the event ofa disaster or other contingency that disrupts the normal operation
of IPAWS-OPEN.

System Interconnections: This MOA is intended for systems interoperating with IPAWS-OPEN using SOAP
over HTTPS via the public Intemet. If in the future, an interconnection (i.e. dedicated system-to-system
connection) is required to IPAWS-OPEN, this MOA must be updated and an lnterconnectiotr Secu ty
Agreement (lSA) must be executed. Ifa chang€ in status fiom interoperating to interconnected system is
required, the initiating pafiy will notiry the other party at least 3 months before the planned interconnection is to
be in place.

Discontinuation ofUse: In the event the use of IPAWS-OPEN is no longer required, the COG agrees to
immediately notify, in wriling, the FEMA IPAWS Prograrn Office at which time the COGID and associated

access credentials will be deactivated.

Personnel Changes: Botb parties agree to provide notification ofchanges to their respective system owner or
technical lead. In addition, both parties will provide notification ofany changes in the poinl ofcontact
information provided in Appendix B. All relevant persomel changes and changes to cortact ioformation must
be provided withio 5 business days ofthe change.

6.0 TYPtr OF INTERCONNECTIVITY

Both parties agee that the COG will utilize only the assigned COGID, associated credentials ard digital certificates
provided by the FEMA IPAWS Progmm Office to support interoperability between the system(s) listed in Appendix
A and IPAWS-OPEN. In addition, all interoperable systems musl be configured to inteface with IPAWS-OPEN over
the public lDtemet using only approved web service standards and associated requirements. A listiog ofapproved
web service standards and supporting requirements can be obtained from the IPAWSOPEN Web Service Interface
Design Guidance document.

In the event, a dedicated connection is required, both partics will agree to negotiate and execute an Interconnection

Security Agreement (ISA) as required per Depadment ofHomeland Security (DHS) policy which must be signed by
all required parties before the intercorDectiol is activated. Proposed changes to either system that affect system
interoperability will be reviewed and evaluated to determi[c the potential impact. Ifthe proposed changes inlpact the

agreed upon temrs, the MOA willbe renegotiated and executcd bcfore changes are implemented.

1.0 sEctillrrY

To ensure the joint security ofthe systems and the message data they store, process, and transmit, both parties agree

to adhere to and enforce the Rules of Behavior (as specified in Appendix C). In addition, both parties agree to thc

lollowing:

. Ensure authorized users accessing the interoperable system(s) receive, agree to abide by and sign (electrcdcally
or in paper form) the IPAWS-OPEN Rules ofBehat'ior as specified in Appendix C. Each jurisdiction is
responsiblc for keeping the signcd Rules ofBehavior on filc or stored electronically for each system uscr.
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Utilize FEMA approved PKI certificates ao digitally sign messages as lhey are transported over the public
lntemet.

Certiry that its respective system is designed, managed and opemted in compliance with all relevant federal laws,
regulations, and policies.

Document and maintain jurisdictional and/or system specific security policies and procedures and produce such
documentation ia response to official inquiries and/or requests.

Provide physical security and system environmental safeguards for devices supporting system interoperability
with IPAWS-OPEN.

Ensure physical and logical access to the respective systems as well as knowlcdge ofthe COGID and associated
access criteria are only granted to properly vetted and approved entities or individuals.

Where applicable, ensure that only individuals who have successfully completed FEMA-required faining can

utilize the interoperable systems to issue alerts and wamings intended for distribution to the public.

Wbere applicable, document and maintain records ofsuccessful completion ofFEMA-required training and
produce such documentation in response to official inquiries and/or requests.

8.0 PROFICIENCYDEMONSTRATION

Once enabled, each COG operating under this agreement must demonstrate their ability to compose and send a
message through the IPAWS-OPEN systen at regular intervals. Such demoDstration must be pefolmed on a monthly
basis through generation ofa message successfully sent through the IPAWS-OPEN Trainirg and Demonstration
environment.

9.0 ASSOCIATED SOFT\\'ARE REQUIREMENTS

The COG will need to select a software package which will allow the COG to propcrly populate a Common Alerting
Protocol (CAP) message which complies with both the O,4S1S Comrnon Alerting Protocol Version 1.2 ard the OISIS
Comnon Ala ling Pt'otocol, v. 1.2 USA Integ'ated Public Aletl and ll.antitg S),steht Prcfile Yetsion ,1.0. With respect
to the software and the software vendor selec(ed FEMA expects the selected software to provide the following
minimum critical capabilities and services:

Pennissions:

o The ability to assign and manage user permissions; and

o The ability to retrieve and view IPAWS Alerting Permissions

Proficiency:

o The provision ofvendor support, to include user training, and around the clock technical support;
and

o The abitity to submit both live and test digitai certificates, with clear, easily identifiable information
that indicates the envircnment to which the software is pointed (Live or Test)

User lnterface:

o The provision ofan intuitive user interface, to include help menus; and

o The ability to notify the user ofdigital certificate expiration; and

o The ability to constrain event b/pes and geocodes to user permissions; and

o The ability to send one alert to multiple channels; and

o The provision ofdisplays thal show required fields based on selected channel; and

o Th€ ability to pre-populate fields to the greatest extent possible; and

o The ability lo support templates; and

o The ability to create a polygon or circle, ofless than I00nodes; and
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o The ability to update or cancel an alert, without having to reenter all ofthe data; and

o The ability to alert the end user ifa software license has expired; and

o Clear explanations ifalert information is case sensitive when entered

. Confirmation and Enor Checking:

o The ability to pre-check an alort message for errors, prior to s€nding; and

o The ability to create free-form 90-character WEA text, whilc preventing prohibited characters; and

o The provision to IPAWS ofalert status codes for any sent alen, with a clear defiDition ofwhether
the codes are advice codes or error codes, along with the meaning ofthose codes; and

o The provision ofuser confirmation ofconnectivity to IPAWS; and

o The ability for users to see alert history and/or logs

IO.O COSTCONSIDERATIONS

This agreement does not authorize financial expenditures by the COG on behalfofFEMA. The FEMA IPAWS

Program is responsible for the costs associated with developing, operating and maintaining the availability ofthe
IPAWS-OPEN system. The COG is responsible for allcosts related to providing their users rMith access to IPAWS-
OPEN via the public Internet. These costs may include hardware, software, monthly Intemet charges, completion of
security awareness training and other related jurisdictional costs.

1I.O PROPERTy OWNERSHIP

Each Party a$ees and acknowledges that nothing in this Agreement shall be construed as giving a party any
proprietary rights in or to the intellectual property of the other party. Each Party further agees that nothing in this
A$eement shall be construed as creating or Sranting to a party any implied or express license in or to the intellectual
property ofthe other party.

I2.O TI}TELINE

This agreement will remain in effect based on the life ofthe Authority to Operate (ATO) for IPAWS-OPEN or a
maximum ofthree (3) yeals after the last date on either signature in the signature block below. Upon expiration ofthe
IPAWS-OPEN ATO or after thee (3) years (whichever comes first), lhis a$eement will expire without further action
and system access privileges will be revoked. lfthe parties wish to extend this ageement, they may do so by
reviewing, updating, and reautho zing this agreement. This agreement supersedes all earlier agreements, which
should be referenced above by title and date. Ifone or both ofthe parties wish to terminate this agreement
prematuely, they may do so upon 30 days'advanced notice or in the event of a security incident that necessitates an

immediate response. This agreement may be suspended by FEMA for failure to perform the Proficiency
Demonstration for two consecutive months. A suspended COG may be reinstated upon a completion ofa successful
Profi ciency Demonstration.
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SIGNATORY AUTHOR-ITY

I agree to the terms ofthis Memorandum ofAgreenrent. Nonconrpliance on the pan ofeither organization or its users

or contractors conceming lhe policies, standards, and procedures explained herein may result in the irnmediate
termination of this agreement.

Sabine County OEM Official

Name: Daryl Melton

Title: County Judge Federal Emerg€ncy Management Agency

IPAWS-OPEN System 0wner
Name: Mark A, Lucero

Title I Chiet IPAWS Engineering

0w,{ l.ar)low 1,/20/2023

(Signatue Date) Mark Lucero 1/30/2023

Sabine County OEM

280 IUain Street

Ilcmphill
TX-75948

V4.8, Aptil26,2022

(Signature Date)

Attn: IPAWS-OPEN System Orvner, Suite 5NW-0309

Federal Emergency Management Agency

500 C Street SW

Washingtor, D.C. 2041 2-3153
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AppendixA

Listing of Interoperable Systems

The FEMA IPAWS Program recognizes that Emergency Management organizations may utilize multiple tools to facilitate
the emergency management process. As a result, jurisdictions may need to interoperale wilh IPAWS-OPEN using more than

one system. Irr order to comply u,ith DHS policy, all systems interoperating with IPAWS-OPEN must be documented and
supported by a Memorandum ofAgreement. As a result, this appendix must be completed to identiry all systems associated

with the COG and uscd for interoperating wilh IPAWS-OPEN. This Appendix must be amended as applicable systems are

added or removed fiom operations.

IPAWS-OPEN

Function
IPAWS-OPEN is the backbone system that structures the alert and distributes the
message iiom one interopenting and/or interconnected system (message s€nder) to
another ilteroperating and/or interconnected system (message recipient).

AWS GovCloud (US) East Region, West Region

Desc ption ofdata,
including sensitivity or
classihcation Ievel:

Messaging data is considered Sensitive But Unclassified (SBU) infomration and does

not contain Personally Identifiable Information (Pll), Financial data, Law Enforcement
Sensitive lnformation or classified information. Each message that flows througb the
IPAWS-OPEN system will be associated to a specifically assigned system User ID and

COGID as captured within the message elements. This information will be retained in
system logs.

The systems listed below are managed and operated by the COG and are subject to the terms defined within the
Memoraudum ofAgraement includirg the Rules ofBehavior in Appendix C. Each interoperable system will be assigned

unique authentication credentials, which must be protected by the COG. In the event these credentials are conrpromised, the
COG is expected to immediately contact the FEMA IPAWS Program Management Office. The systems listed below are

only allowed to interoperate with IPAWS-OPEN based on the criteda set forth within the IPAWS-OPEN Web Service

lnterface Design Guidance.

Genas]'s

Function Location
Description of data, including

sensitivity or classification
level

San Diego, CAi

Y4.8, April26,2022 p"s" 899
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Appendix B

COG Point of Contact Information

Designated COG Primary Point of Contact:

Name: David Roach

Title: Emergency Management Coordinator

Business Email Address: david.roach@co.sabine.tx.us

Primary Phone Number: 409.787.3570

Alternate Phone Number:

Organization: Sabine County OEM

Mailing Address: 280 Main street, Suite 103

Hemphill, TX, 75948

Designated Alternate Point of Contact:

Name: John BreMon

Title: NG911 Adminstrator

Business Email Address: john.brewton@co.sabine.tx.us

Prlmary Phone Number: 409-787-5260

Alternate Phone Number:

Organization: TX Sabine County OEM

Mailing Address: 280 E Main St Suite 103

Hemphill, TX, 75948

Designated Technical Point of Contact:

Name:

Title:

Business Email Address:

Primary Phone Number:

Alternate Phone Number:

V4.8, April26,2022 Vol
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FEMA: Integrated Public Alert and Warning System
Open Platform for Emergency Networks (IPAWS-OPEN)

10
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Organization:

Mailing Address:

Vol pase 9qn

Cotrtact Name
Contact
Number

EmailAddress
Summary of Slstem

Responsibilities

Lytwaive Hutchinson
202-212-2480

lywaive.hutchinson@fema.dhs.gov
Chiel Information Offi cer,

FEMA

Gregory Edwards 202.37 4.5392 Gregory.edwards@fema.dhs.gov
Chief [nfomration Security

Officer

Mark Lucero 202-616-1386 mark.lucero@fema.dhs. gov System Owner

Gary Ham 7 03-899 -6241 gary.ham@associates.fcma.dhs. gov
FEMA PMO - IPAWS.

OPEN

Gustavo Barbet 202-2t2-3586 gustavo.barbet@associates.fema.dhs. gov
FEMA ISSO - IPAWS-

OPEN

Cameron Haves 720-838-1621
cameron.hayes@associates.fema.dhs.gov

IPAWS-OPEN Tech Lead



DocuSign Envelope lD: ABE4BB97-187E4C8F-9998-0AEgCAF4CA93

FOR OFFICIAL USE ONLY // CONTROLLED UNCLASSIFIED INFORMATION

Appendix C

IPAWS-OPEN Rules of Behavior

1.0 lrr-TRODLICTION

Tbe following rules ofbehavior apply to all persons with application access to Sabire County OEM lnteroperable
System(s) and./or who have been issued a COGID with associated credentials for IPAWS-OPEN. These individuals
shall be held accountable for their actions related to the information resources entrusted to them ard must comply
with the followiug rules or risk losing their access privileges. The Rules ofBehavior apply to users on official travel
as well as at their primary workplace (e.g., Emergency Operations Center - EOC) and at any altemative workplace
(e.9., telecommuting from a remote or satellite site) using any electronic device including laptop computers aDd

pofiable electronic devices (PED's). PED's include persoml digital assistants (PDA's) (e.g. Pain Pilots), cell
phones, text messaging systems (e.9., Blackberry), and plug-in and wireless peripherals that enploy removable media
(e.9. CDs, DVDs, etc.). PEDs also encompass USB flash memory (thumb) &ives, extemal drives, aDd diskettes.
These Rules ofBehavior are consistent with existing DHS policies and DHS Infomration Technology (lT) Security
directives and are intended to enhance the awareness ofeach user's responsibilitics regarding accessing, storing,
receiving and./or transmitting information using IPAWS-OPEN.

2.0 APPLICATION RULES

2.1 Official Use

IPAWSOPEN is a Federal application to be used only in the performance ofthe user's official duties in
support ofpublic safety as described in tbc National Incident Managemenl System (NIMS).

The use ofthe IPAWS-OPEN for unauthorized activities is prohibited and coutd result in verbal or written
waming, loss ofaccess rights, and,/or criminal or civil prosecutior.

By utilizing IPAWS-OPEN, the user ofthe interoperable system(s) consents to allow system monitoring to
ensure appropriate usage for public safety is being observed.

Sabine County OEM will be held accountable for safeguarding all configuration items and information

entrusted to them by FEMA. Sabine County oEM is expecled to manage the relationship with supporting

vendors, consultaDts and any other entities providing system suppon on their behall In addition, Sabine

County OEM will be held accountable in the event ofa security breach or disclosure ofsensitive

configuration information such as digital certificates. Sabine County OEM understands that the use of
digital signatures, used on their behalf, is binding and Sabine County OEM will be held accountable

accordingly. In the event sensitive information is mishandled, utilization ofIPAWS-OPEN may be

immediately revoked by FEMA.

Ifsoftware interoperating with IPAWS-OPEN enables users to geo-targel public alert messages by means

ofgeospatial polygons or circles, then the user shall rcstrict any such geospatial boundaries so as to remain
within the geogaphical limits oftheir public waming authority (or as near as possible), as determined by
applicable state an&or local Iarvs and duly adopted operational plans.

2.2 Access Sccuritv

All Email addresses provided in conncction with interoperable system(s) user accounts must be associatcd

to an approved email account assigned by the user's emergeflcy management organization. The use of
personal email accounts to support emergency messaging tkough IPAWS-OPEN is prohibited.

Upon approval ofthe MOA by FEMA, a COG account with COCID and Digital Certificate will be created

and issued to the designated techrical representative. AII individuals with knowledgc oflhese credentials

must not share or altcr these authentication mechanisms u'ithout explicil approval liom the FEMA IPAWS
Progranr.

11
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Every interoperable system user is responsible for remote access security as it relates to their use of
IPAWS-OPEN and shall abide by these Rules ofBehavior.

2,3 lnteroperablc Systenr Uscr Accounts and Passlvords

All users must have a discrete user account ID which cannot be the user's social security number. To
protect against unauthorized access, passwords linked to the user ID are used to idcntiry and authenticate
authorized users.

Accoutrts and passwords shall not be transfered or sharcd. The sharing of both a user lD and associated
password with anyone (including administrato$) is prohibited.

Accounts and passwords shall be protected fiom disclosure and uriting passwords down or electronically
stodng them on a medium that is accassible by others is prohibited.

The selection ofpasswords must be complex and shall:

o Be at least €ight characters in length

o Contain a combination ofalphabetic, numeric and special characters

o Not the same as aly ofthe user's previous 8 passwords.

Passwords shall not contain any dictiorury word.

Passwords shall not contain any prcper noun or the name ofany person, pet, child, or fictional character.
Passwords shall not contain any employee serial number, Social Security number, bi h date, photre

number, or any information that could be readily guessed about the creator ofthe password.

Passwords shall not contain any simple paftem ofletters or numbers, such as "qwerty" or "xyzl23".

Passwords shall not be any word, noun, or name spelled backwards or with a single digir appended, or with
a two-digit "yeaa' string, such as 98xyzl23.

Pass phrases, ifused in addition to or instead ofpasswords, should follow the same guidelines.

Passwords shall not be the same as the User ID.

Users shall either log offor lock their workstations when unattended.

Workstations shall be configured to either log olf, or activate a password-protected lock, or password-

protected screensaver within fifteen (15) minutes ofuser inactivity.

Locked sessions shall remain locked until the user re-authenticates.

Workstations shall be protected fiom theft.

A user's account shall be automatically locked afier three consecutive failed logon attempts.

The automatic lockout period for accounts locked due to failed login attempts shall be set for a minimun of
twenty (20) minutes.

A process shall exist for manually unlocking accoults prior to the expiration ofthe twenty (20) minute
period. after sufficient user identification is established.

Sessions shall automatically be terminated after sixty (60) minutes ofinactivity.

Users are required to change their passwords at least once every 90 days.

12
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Physically protect computing devices such as laptops, PEDs, blackberry devices, smartphones, etc;

Prolect s€nsitive data scnt to or received from IPAWS-OPEN;

Not use peer-to-peer (P2P) file sharing, which can provide a mechanism for the spreading of
viruses and put sensitive information at risk;

Not prcgram computing devices \trith automatic sign-olr scqu€nces, passwords or access

credentials wher utilizing IPAWS-OPEN.

Users may not provide personal or oflicial IPAWS-OPEN inforrnation solicited by e-mail. If e-mail messages are

received from any source requesting personal information or asking to verify accounts or other authentication
credentials, immediately rcport this and provide the questionable e-mail to the Local System Adminishator and/or the
Sabine County OEM Help Desk.

o Only devices officially issued through or approved by DHS, FEMA and/or approved emergency
management organizations are authorized for use to interoperats with IPAWS-OPEN and use ofpersonal
devices to access and/or store IPAWS-OPEN data and information is prohibited.

o Ifa Blackberry, smartphone or other PED is used to access the interoperable system(s) to utilize IPAWS-
OPEN, the device must be password protected and configured to timeout or lock after l0 miautes of
inactiviry.

lfsensitive information is processed, stored, or transmitted on lr,ireless devices, it must be encrypted using
approved encr)?tion methods.

2.5 S),stcm Acccss Agrecment

I understand that I am given access to the interoperable system(s) and IPAWS-OPEN to perform my
offrcial duties.

I will not atteBpt to access data, information or applicatiors I am not authorized to access nor bypass
acc€ss confol measures.

I will not provide or knowingly allow other individuals to use my account credentials lo access the

interoperable system(s) and IPAWS-OPEN.

To prevent and deter others from gaining uuauthorized access to sensitive resources,l will log offor lock

my computer workstation or will use a password-protected screensaver whenever I step away from my
work area, even for a short time and I will log offwhen I leave for the day.

To prevent others from obtaining my password via "shouldcr surfing", I will shield my keyboard from view

as I enter my password.

I will not engage in, encouragc, or conceal any hacking or cracking, denial ofsen'ice, unaulhorized

tampering, or unauthorized attenrpted use of(or deliberate dismption o0 any data or component within the

interoperable system(s) and IPAWS-OPEN.

I agree to infornr my Local System Administrator when access to the intcroperable system(s) and/or
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. Passwords must be promptly changed whenever a compromise ofa password is known or suspected.

2.4 Integrity Controls & Data Protection

. All computer workstations accessing IPAWS-OPEN must be protected by up-to{ate anti-virus software.
Virus scans must be performed on a periodic basis and when notified by the anti-virus software.

r Users accessing interoperable system(s) to utilize IPAWS-OPEN must:

Vol '/
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IPAWS-OPEN is no longer required.

I agree that I haye complcted Computcr Security Awareness training as may be required by myjurisdiction
prior to my initial access to the interoperable system(s) and IPAWS-OPEN and that as long as I have

continued access, I will complete Computer Security Awareness traininS on an annual basis. Ifnty
jurisdiction does not provide Computer Security Awareness training, I will complete the FEMA self-study
course,Ll-906. y[/orkplace Security Awarefiess (https./lttaining.fema.gov/is/courseoverview.aspx?code=lS-
906) on an annual basis.

2.6 Accountabilitv

I understand that I have rro expectalion ofprivacy while using any services or programs interoperating with
IPAWS-OPEN.

I understand that I will be held accountable for my actions while accessing and using intercperable
system(s) and IPAWS-OPEN, including any other coDnected syslems and IT resources.

I understand it is my respomibility to protect sensitive itrformation Aom disclosure to unauthorized pelsons

or grcups,

I understand that I must comply with all software coplrights and licenses pertairing to the use of IPAWS-
OPEN.

2.T Incideut Reporting

I will promptly repoft IT security incidents, or arly incidents ofsuspecled fraud, waste or misuse ofsysterns
to the Local System Administrator and/or the Sabine County OEM Help Desk.

3.0IPA$'S-OPEl.- Rules of Behavior Statcnrcnt of Acknou ledgcmcrt

I hare read and agtee lo cohlpb,v'ith the requirements ofthese Rules of Behatior. I wlderstand that the ten ts ofthis
agreement ate a .:ondition ofmf itlitial and .or inued access lo Sabihe Coutlry OEM Interoperable System(s) afll
IPAWS-OPEN and relatcd set'vices and that if l fail to abide b1t the terms oflhcse Rules ofBehavior, my occess to
any ond oll IPAWS-OPEN infot'nqtiofi syste,ns may be terminated ond I noy be subject to crirninal or civil
prosecution. I have read and presently undersland the above conditions atd rcstrictions concening ml access.

Printed Name (as listed in Appendix B) Daryl Melton

Signature
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Dwr{t'tillow t/26/2023Datc:
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